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North Dakota’s Current Situation

Current Filings

Like many counterparts, the North Dakota Secretary of State’s office has
long faced the challenge of handling an increased number of filings with a
limited staff. Using paper-based manual processes, Secretary Al Jaeger and
his team worked more and more overtime to stay current with filings,
amendments, citizen inquiries and legislative requests. Only by shifting to
an online system could the overburdened staff surmount this growing tide
and reduce the reliance on costly paper-based manual processes.

M Paper-Based

W Automated
and Online

North Dakota’s Dream State

Future Filings
The organization desired to partner with a best-in-class company that

offers a COTS (Commercial Off-The-Shelf) solution specially tailored for the

work of a Secretary of State. The solution needed:

M Paper-Based
e  Robust functionality to ease the burden on North Dakota staff

m Automated

e Ability to easily modify business rules without adversely impacting i
an nline

the system’s architecture or long-term support
e  Future functionality to handle various types of filings yet to-be-

determined

By implementing such a system — which will include full online functionality for citizens as well as fully automated
and online workflows for back-office staff —the North Dakota team can target achievement of an 80% online filings
rate, end-to-end, in 3 years. This will provide staff members with more time to focus on better serving
constituents and taking on additional value-added tasks for the state.

Making the Dreams Come True

Initially the North Dakota team tried to implement a system similar to what is in place in several states today. But
after eight months of attempting to adapt the solution, the project was cancelled in favor of a more up-to-date
solution with an outside partner that could meet the team’s future requirements and budget constraints. After
undergoing an extensive RFP process, the team decided to partner with CC Intelligent Solutions, Inc. (CCIS), which
would implement its new cGov360 solution.

Now several months into the cGov360 effort, Deputy Secretary of State Jim Silrum and his team have learned a
great deal about the implementation process. Based on their experience, Silrum and his team have developed a list
of eight recommendations for other Secretary of State’s offices to strongly consider, in the hope their dreams will
also come true.

CC Intelligent Solutions Inc.
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1. Details really matter. Getting Secretary of State workflows and details right
can be complicated and extremely time-consuming. With more than

”My advice — Don’t 45 different types of filings and a plethora of workflows to consider, the CCIS
underestimate the and North Dakota teams had to define and redefine processes, buckle down
complexity of the on details and focus on making sure they were fully understood during
details for the implementation. Multiple team members—from both organizations—had to
online and back office be consulted on a continuous basis. Without this detail orientation, the team
solutions. You will be knew the system would fail to handle the various nuances and business rule
unple.asan’t,ly requirements. AsJim Silrum puts it, “We’ve been through a SOS system
surprised. implementation twice, and the first attempt was on our own. | can say that
. . we have all had to anticipate the holes and gaps far deeper than we could
— Jim Silrum, S ) ) : .
Deputy have p0515|bly |mag|ne'd. My advice - Don’t u'nderestlmajce the complexity of
Secretary of State, the dfetallifor the online and back office solutions. You will be unpleasantly
North Dakota surprised.

2. Thought leadership can cut implementation costs and improve system
architecture. Being an active part of the SOS community over the years has
been critical to the CCIS team understanding SOS user requirements and
designing a solution to meet them. “Sitting with our vendor at IACA and NASS
conferences helps our team better prioritize initiatives, cut through
‘requirements clutter’ and raise considerations with system users,” says
Silrum. For example, by engaging in the IACA community over the last several
years, the CCIS team has been able to better understand data exchange
standards, which are critical when interacting with systems such as those
used by law offices, registered agents, state tax lien systems and the like.
Also, this practice has better positioned CCIS to track the developments of
Senate Bill 569 and design the architecture of the cGov360 system today so
that it can easily and cost-effectively handle beneficial owner requirements if
needed. Says Silrum, “Not only do you need to practice active leadership, but
so does your vendor.”

“Ensure that the system
you put in place can
display information so
it is actually useful for
users...”

— Jim Silrum

3. Having a vision will lead to an advantage. When thinking about functionality
requirements, it truly helps to not be paralyzed by the past or today’s typical
order of business in the Secretary of State arena. For example, the CCIS team
has applied its experience in the military domain to better understand
requirements from the multiple users’ perspective—to think ahead to the
requirements of those users, whether they are banking institutions,
registered agents, the one-time company filer looking to establish a new
business, or legislators looking for economic trend data. According to Silrum,
“Ensure that the system you put in place can display information so it is
actually useful for users, perhaps even through mapping technologies and
other means to present the data. It helps that we can rely on our vendor’s
experience and vision to augment our own in that regard.”

CC Intelligent Solutions Inc.
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“Put simply,
undesirable penetration
and manipulation of
our data would

be disastrous.”

— Jim Silrum

“Considering all
security factors

from the beginning [of
the project] has been
helpful and has saved
valuable time and
energy...”

— Sky Owens, cGov360
Architect, CCIS

Being proactive will save time. Having to react to issues can be quite
problematic. For example, one SOS system currently in use has more than 50
hard-coded security passwords within it, making it extremely difficult to
maintain and highly vulnerable to an outside attack. Thinking ahead and being
proactive from a software code perspective with simple things like
authentication and use of best practices leads to better scale, more cost-
effective support, higher security and increased flexibility for the future.
Ensure your vendor examines and incorporates the future into your domain.

Security has to be considered from multiple angles. Much of the information
managed by a SOS office is highly sensitive and would be very valuable in the
wrong hands. “Put simply,” says Silrum, “undesirable penetration and
manipulation of our data would be disastrous.” Without proper precautions,
things as simple as staff turnover, subject matter experts playing multiple
roles every day, and daily workload pressures can make this risk a reality. At a
minimum, the implemented system needs to easily authenticate different
users and only authorize them to perform roles appropriate for their
respective positions. By linking to systems like Active Directory, the system
can do this in a dynamic way so that new employees can easily get started
and grow in their roles, and former employees can be locked out of the
system in a timely manner.

Certainly, security means more than just authentication and authorization,
although both are obviously important. Some filing elements need to be
publicly available to meet statutory requirements, whereas other elements
cannot be. The system must be set up accordingly, and be dynamic enough to
allow easy changes when new statutory requirements dictate. The system
design also needs to incorporate automated validation steps, in order to help
minimize inappropriate or fraudulent filings. Finally, automated prompts
should help users catch and correct mistakes made in online filings;
otherwise, identifying and fixing those errors could be costly, time-consuming
and frustrating both to users and the SOS team.

As cGov360 architect Sky Owens suggests, “Considering all security factors
from the beginning [of the project] has been helpful and has saved valuable
time and energy for the CCIS developers. It will clearly be very helpful for
North Dakota’s user teams when the system goes live.” Adds Silrum, “Ensure
appropriate security is fully designed into your system from the very outset of
the project.”

Engaging users early and often will ultimately save time. As part of the
development process, it has been helpful for our team to see software
development in short iterations—maybe a month at most. The vendor should
begin each iteration with a vision for what will be accomplished, with steps or
segments already prioritized in an absolute ranked order with your team.
Engage users from all levels of the process in the requirements-gathering for
each iteration, so they will have a global perspective of the system and feel a

CC Intelligent Solutions Inc.
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“Make sure you receive
working software with
each new iteration.
Then try to break it.”

— Jim Silrum

“The North Dakota and
CCIS teams agree—
quality assurance
means more than just
making sure a

testing professional is
on the project. It’s a
matter of

quality throughout the
process.”

— Clara Jenkins,
Director, Business
Systems and
Programs,

ND SOS Office

sense of ownership when the system is built. (This will also encourage ready
acceptance and adoption of the system when it goes live). At the end of each
iteration, have the vendor deliver the software to your IT team, for
installation in your integration environment. It is important to give your IT
team the experience of performing the installation, as well as to ensure the
vendor is not taking any shortcuts in this operation. When the iteration is
installed, have your various office users test it. “Make sure you receive
working software with each iteration,” says Silrum. “Then try to break it.” Let
the vendor know about any issues or ideas for improvement as soon as you
can.

Specifically, the CCIS and North Dakota teams have engaged in securing
requirements and translating them into fleshed-out use cases or scenarios.
These scenarios are robust because they allow for a step-by-step approach to
designing functionality that envisions multiple paths or alternatives with
requisite business rules and validations. Along with the scenario details,
CCIS’s user experience team puts together mockups and workflows for each
functional specifications document (which require sign-offs by both teams) so
that all key internal and external stakeholders are aware of the expected
behavior and the associated images. CCIS also provides a demonstration site
with these mockups so that the team can see them before agreeing on a
particular view. Says Silrum, “This lends itself to a more engaged, pre-
development understanding of what is to be delivered at the end of the
iteration.”

Quality Assurance must be enforced on all levels. According to Clara Jenkins,
director of Business Systems and Programs for the North Dakota Secretary of
State’s office, “The North Dakota and CCIS teams agree—quality assurance
means more than just making sure that a testing professional is on the
project. It is a matter of quality throughout the process.” To Clara and her
CCIS counterparts, quality must continue team-wide, including:

e Ensuring the development team practices continuous testing with
continuous integration (in other words, developer-level unit tests are
executed with every software iteration build, and builds are
executed with every source code change—many times per day),

e Automating the functional testing as much as possible, to avoid
devoting too much of CCIS testing resources’ time on regression
testing versus testing new functionality, and

e Conducting user acceptance testing at the end of every iteration and
having working software installed in the North Dakota Secretary of
State’s integration environment at the end of every development
cycle (about once per month) has been very helpful to both teams.
In fact, North Dakota users spending some time conducting their
own testing (starting with CCIS-provided test cases) and promptly
advising CCIS about issues has allowed issues to be fixed before a
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point has been reached where they became costly to address.

In summary, ensure that your vendor incorporates quality assurance into
every step of the project and that you execute thorough user acceptance
testing.

8. Enterprise-Level Experience is a Must. Vendors like CCIS with enterprise-level
experience should bring fresh ideas and know-how about how to implement,
deploy and support a system. Nightmares abound throughout the SOS arena
regarding poor configuration management and your vendor should not

“In the long run, contribute to those disasters. Rather, it should fully understand best
enterprise-level practices associated with moving your system from development to testing,
experience saves then into to production. It should also have broad experience in differing
money and time.” security approaches, forward-leaning technologies, problem-handling and risk

mitigation. In addition, a variety of system design experiences means that the
— Jim Silrum vendor will likely be able to react more quickly to needed changes and will

likely provide a better overall architecture. Finally, when considering outside
experiences, be sure to select vendors with experience in fast-paced, critical
markets. Vendors with these experiences better understand the urgency
required by SOS offices and how legislative or regulatory changes can have a
significant impact on systems and SOS operations.

“In the long run,” says Silrum, “enterprise-level experience saves money and
time.”

Looking Ahead

The first phase of the North Dakota implementation, which is focused on Central Index filings, is on track to be
completed over the next couple of months. “If we continue to adhere to the best practices outlined above, we will
meet our goals of having a fully automated filing system that serves our staff and taxpayers exceedingly well,”
asserts a quite busy but confident Silrum.

For Additional Information, Contact:

Ted Paczek Jim Silrum
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